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It’s time to rethink how you are 
collecting, using and storing data

What is GDPR?

The EU’s General Data Protection Regulation (GDPR) is the result of four 
years of work by the EU to bring data protection legislation into line with 
new, previously unforeseen ways that data is now used.
 
The EU GDPR replaces the Data Protection Act (DPA) and is designed to 
unify data privacy laws across Europe, to give EU citizens better rights to data 
privacy and to improve the way organisations approach data privacy. 
GDPR comes into full effect on 25th May 2018.

“



What is your role?
Recruitment agencies hold substantial personal data. 
Passports, home addresses, names and in some cases 
bank account details are all common place within 
the systems of an agency, meaning compliance with 
GDPR is essential to avoid fines and prosecution.

Whether you’re a small, medium or large sized 
recruiter, the implications of GDPR apply to you, so 
it’s key to understand how to comply.

As defined by GDPR, recruitment agencies are both 
Data Controllers and Data Processors. 

The role of Recruitment 
Agencies

Data Controller

Data Processor

The entity (your agency)
that determines the  purposes, 
conditions and means of the 
processing of personal data. Controllers 
could be individuals but are more likely 
to be companies

Anyone who processes data 
on behalf of a data controller. 
Processing is any operation(s) performed 
on personal data, e.g collection, 
recordings, organisation, storage and 
taking references.



Is My Vendor Fit For Purpose

Are they using Wordpress or other Open Source 
platforms (making GDPR compliance almost 
impossible)

Will they pass an ICO audit, can they prove that 
they took reasonable care  to protect data?

GDPR 
VENDOR 

COMPLIANCE

95% of the market is serviced by agencies who just don’t have the skills needed, technology or experience to 
manage their clients through the pitfalls of GDPR.

Have they achieved ISO 9001 or ISO 27001?

Do they have specialist knowledge of data 
management and cyber security?



12 Steps to Vendor Compliance

Vendor Contract

System Security

Data Subjects

Data Security

Vendor Standards

Vendor Security

Financial Stability

Privacy by Design

Data Recovery

Data Breach

Vendor Compliance

Audit & Reporting

Each of your vendors should be assessed on the criteria below



Vendor Checklist
1. Contract

� Does the contract with my vendor 
define responsibilities?

� Does my vendor take full or partial  
liability in the case of a breach?

� Have all vendor contracts been 
reviewed?

� Have they updated their own 
employment contracts to define 
gdpr responsibilities?

2. System Security

� Does my Vendor take responsibility 
for security?

� Is my vendor's system design and 
coding documented?

� Do they conduct regular security 
testing?

� Have they taken all reasonable 
steps to protect their system

� Is data encrypted ‘at rest’ and ‘in 
flight Including data exchanges 
(email & APi’s)



Vendor Checklist
3. Data Subjects

Data Subjects

� Who, within my vendor has access 
to data subjects?

� What data can they see and why?

� Do they use ‘Privacy by Design as a 
principle?

� What access rights does my vendor 
give to data subjects

4. Data Security
Subject Access Requests
� Can my vendor fulfil a subject 

access request, how?
� Can my vendor log changes to data 

and report on these changes?
� Can my vendor log and implement 

right to be forgotten requests 
(RTBF) 

� Can my vendor provide data 
portability in a usable format?



Vendor Checklist
5. Vendor Standards 

Do they have any of the following

� Does my vendor have ISO9001?

� Does my vendor have ISO27001?

� Does my vendor have Cyber 
Essentials?

� Does my vendor have C-base?

� Does my vendor have Investors in 
People?

6. Insurance
� Does my vendor have cyber 

insurance?
� Does my vendors insurance include 

data protection and breach 
protection?

� Does my vendor carry Professional 
indemnity insurance



Vendor Checklist
7. Financial Stability

� Has my vendor taken and passed a 
credit check?

� Will they be able to indemnify me 
in the event of a breach?

8. Privacy by Design
� Does my vendor restrict data access 

to authorised personnel
� Does my vendor encrypt data (i.e. 

passwords)
� Have we conducted a security 

review of our vendors systems? 
� Does my vendor use Open Source 

platforms, such as Wordpress?
� If yes, has my vendor security 

audited themes, plugins and their 
own 3rd party providers?



Vendor Checklist
9. Data Recovery

� Does my vendor have release 
management procedures?

� Does my vendor have a clearly 
defined data recovery policy, which 
includes protocols to ensure there 
is no breach when restoring data?

� What is my vendor’s data backup 
policy in the event of system 
failure?

� Does my vendor have a disaster 
recovery plan?

10. Data Breach
� Does my vendor have a clear 

recording pathway in the event of  
a breach?

� Do I know the process by which the 
vendor will inform me?

� Do I know the process by which the 
vendor will inform the data subject?

� Do I know the process by which the 
vendor will inform 3rd parties?



Vendor Checklist
11. Vendor Compliance

� Is my vendor GDPR compliant

� Have they audited their suppliers

� Do they have a risk management 
process

� Do they have a DPO?

12. Audit & Reporting
� Can they provide an audit of their 

services?
� Can they demonstrate compliance?
� How often do they conduct reviews
� Can they provide an audit report on 

compliance?
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